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Threat:

A cyber threat is a
malicious act that
seeks to steal or
damage data or
discompose the
digital network or
system. Examples
of threats include
computer virus-
es, Denial of Ser-
vice (DoS) attacks,
data breaches, etc.

Vulnerability:

In cybersecurity, a
vulnerability is a
flaw in a system's

design, security
procedures, inter-
nal controls, etc.,
that can be ex-
ploited by cyber-
criminals. In some
very rare cases,
cyber vulnerabili-
ties are created as
a result of cyberat-
tacks, not because
of network mis-
configurations.
Even it can be
caused if any em-
ployee anyhow
downloads a virus
or a social engi-
neering attack.

Risk:

Cyber risk is a po-
tential conse-
quence of the loss
or damage of as-
sets or data
caused by a cyber
threat.
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Human Cyber Risk- The First Line of Defence

umans are

often re-

garded as

the weakest
link in a cybersecurity
program. Whether re-
sulting from manipula-
tive cybersecurity tac-
tics or limited cyberse-
curity awareness, hu-
man errors remain the
most prevalent attack
vectors in every infor-
mation security pro-
gram, no matter how
sophisticated your cy-
bersecurity stack may
be.

Human cyber risk re-
fers to potential human
behaviors that
result in a cyber inci-
dent. These could in-

could

clude clicking on mali-

cious phishing email
links or providing sen-
sitive internal infor-

mation to unauthorized
persons.

In cybersecurity, a hu-
man vulnerability is
any area of weakness
that could result in a
security breach. Unlike
digital cyber threats,
which could be exploit-
ed programmatically by
reverse engineering
software flaws, human
vulnerabilities are ex-
ploited by manipulating
human behavior.

The human element is
complex, and not all
individuals share the

same vulnerabilities—

Human risk factors in Cybersecurity

Human risks are pre-
dominantly concentrat-
ed at the IT security
boundary, at the inter-
face of cybercriminals,
and in an organiza-
tion’s private network.
This is why human er-
rors usually facilitate
initial network access
to unauthorized users.
Cybercriminals aim to
exploit this gateway,

and they have cultivat-
ed their tactics to ex-
ploit the human factors
of cybersecurity with
the following types of
attacks:

Phishing email at-
tacks: When hackers
send emails containing
links infected with cre-
dential-stealing mal-
ware to employees to
gain access to the cor-

some are more suscep-
tible to a phishing at-
tack than others. An
experienced cybercrimi-

nal determines each

person’s unique area of
weakness and devises a
exploit

plan to that

weakness to advance
their cybercrime objec-
tives.

porate network.

Social engineering at-
tacks: When hackers
try to trick employees
into exposing sensitive
internal  information,
either via a phone, in-
person conversation, or
an internal messaging
tool, such as Slack.



https://www.geeksforgeeks.org/threat-modelling/
https://www.geeksforgeeks.org/denial-of-service-ddos-attack/
https://www.geeksforgeeks.org/denial-of-service-ddos-attack/
https://www.geeksforgeeks.org/how-to-protect-yourself-from-cyber-attacks/
https://www.geeksforgeeks.org/how-to-protect-yourself-from-cyber-attacks/
https://www.geeksforgeeks.org/risk-mitigation-monitoring-and-management-rmmm-plan/
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Poor Cyber Hygiene Actions

Even without prompting from hackers, human errors can permeate the infor-

mation technology boundary with the following poor cyber hygiene actions:

. Shadow IT practices: When applications and external hardware are
connected to corporate networks and devices without first being ap-
proved by the IT department. Such practices create attack surface bloats
security teams are unaware of, making these regions of the digital sur-
face perpetualy vulnerable to cybercriminal compromise.

. Accidental data sharing: Sending sensitive internal information, such
as customer data, to the wrong email address.

. Neglecting Multi-Factor Authentication (MFA): Failing to set up MFA
for critical business accounts.

. Ignoring security warnings: Bypassing browser security alerts (e.g.,
ignoring “This connection is not secure” warnings) or disabling antivirus
software to remove interruptions associated with a desired action.

. Delayed software updates: Postponing or ignoring prompts for system
and software updates.
o Insider threats: When an employee abuses their internal credentials to

access sensitive internal information that is then leaked outside of the
corporate network.

. Neglecting secure communication protocols: Discussing confidential
business matters over unsecured or public channels, such as personal
email accounts, messaging apps, or during in-person interactions.

. Inadvertent social media disclosures: Employees sharing too much
information about their workplace position and activities, such as com-
pany projects or upcoming corporate travel plans, could arm hackers
with enough intelligence to launch a targeted phishing attack.

Best practices for reducing Cyber Human Risk
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Personalised, role- ties without fear of re- Secure browsing prac-
specific training: percussions. tices: Educate employ-
Training isn't a one-size ees ab01_,1t secure brgws—
fits-all solution. Make Recognition and re- inghabits apd the risks
sure content is being wards: Recognize and of downloading software
from untrusted sources.
adapted to each em- reward employees who
v i demonstrate ositive
ployee’s role, location securit racticeg Physical security: Em-
landl cyber knowledge yP ' phasize the importance
evel. Incident response Of physical security
Leadership commit- Plans: Develop and reg- Measures, such as lock-
ment: Ensure that wularly update incident 1§ SCreens when away
leadership demon- response plans to en- from desks and secur-

strates a commitment
to cybersecurity, setting
an example for the rest
of the organization.

Open communication:
Encourage open com-
munication about secu-
rity issues and make it
easy for employees to
report suspicious activi-

sure a swift and effective
response to security in-
cidents.

Regular software up-
dates: Ensure all soft-
ware and systems are
regularly updated and
patched to protect
against known vulnera-
bilities.

ing sensitive docu-

ments.

Multi-factor authenti-
cation (MFA): Require
MFA for accessing sen-
sitive systems and data
to add an extra layer of
security.

Cyberattack via
Picture? No OTP,
No Link—Hackers
Just Need One
WhatsApp Image
Now

In the digital age where
phishing links and OTP
frauds are the usual
suspects, a new threat
has emerged—one that
hides in plain sight.
Hackers are now using
WhatsApp images as
Trojan horses to
deliver malware
directly into users’
devices. Unlike
conventional scams,
this technique relies
on steganography, a
method where
malicious code is
embedded within
seemingly harmless
image files.

Once the infected
image is opened, the
malware installs
silently on the
victim’s phone. From
there, it can siphon
sensitive data—
banking credentials,
one-time passwords,
and even carry out
unauthorized
financial
transactions—without
the user’s knowledge.
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https://www.upguard.com/blog/cyber-hygiene
https://www.upguard.com/blog/attack-surface
https://www.upguard.com/blog/mfa-multi-factor-authentication

